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Xiamen C&D Inc. 
Information Security Policy 

 

! !" Purpose 
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Information security is crucial in driving enterprise digital transformation 
and the development of new businesses in the digital economy. The 
company attaches great importance to information security protection, 
endeavors to maintain network security and respects and safeguards the 
privacy rights of stakeholders. For these purposes, the company has 
formulated this policy. 
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This policy applies to Xiamen C&D Inc. and its wholly-owned and holding 
companies. Each unit may develop corresponding anti-corruption and anti-
bribery policies based on its actual situation and industry characteristics, 
which must be consistent with this policy. 

! R<z{^Measures^

! #$%&|}|~^Information Security Compliance^
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The company complies with and implements the "Cybersecurity Law of the 
People's Republic of China," "Regulations on the Protection of Computer 
Information Systems," "Personal Information Protection Law of the 
People's Republic of China," "Measures for the Administration of 
Information Security Grading Protection," and other relevant laws, 
regulations, and norms. 

! #$%&����^Information Security Leadership Organization^
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The company establishes an information security leadership team as the 
leading and supervisory body for the company's information security work, 
implementing laws, regulations, guidelines, and policies related to 
information security. The team should research and develop information 
security measures, establish and improve relevant rules and regulations, 
regularly conduct self-assessments of information security, and 
systematically organize information security awareness and education 
programs. 

! #$h³�� Information Assets Management^
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The company reviews and consolidates important information assets, 
including personal information and sensitive personal information, and 
establishes an inventory catalog. The company strengthens the dynamic 
management and operational supervision of information systems to ensure 
their confidentiality, integrity, and availability and prevents unauthorized 
access, disclosure, loss, and damage. 

! #$%&©ª Information Security Self-Assessment^
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The company regularly conducts information security inspections and 
notification activities, identifies security risks in critical information systems, 
and promptly communicates to employees about detected vulnerabilities and 
attacks such as email hijacking, unauthorized access, malicious scanning, 
botnets, and other information security incidents.  The company builds up 
open channels and encourages employees to report any information security 
issues to their immediate supervisors or relevant departments. 

! #$%&!"^Information Security Training^
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The company fully leverages various promotion platforms to educate all 
employees on information security knowledge, disseminates skills for 
combating online fraud, fosters a strong information security culture, and 
motivates participation in activities such as information security skills and 
knowledge competitions. 

! #$%&:ãu;<u^Information Security Incident Response^
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The company develops emergency response plans for information security 
incidents, conducts regular emergency response drills, continuously 
enhances the capability to handle information security events, and 
establishes a scientific, effective, and swift emergency response 
mechanism. 

! NK Effective Date 
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This policy shall come into effect from the date of its publication. 
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The English version serves as a translation copy of the Chinese version of 
the policy. In case of any inconsistencies between the English and Chinese 
versions, the Chinese version shall prevail. 
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